SECURITY PRODUCTS, SOLUTIONS
AND SERVICES FOR BUSINESS

Kaspersky
Endpoint Security
for Business

Harnessing the expertise of the world’s best threat
intelligence ecosystem, Kaspersky Endpoint Security for
Business provides a tiered security approach based on a
single integrated platform incorporating features including
robust application, device and web control tools, data
encryption, mobile endpoint security and MDM, and
systems and patch management.

Everything is managed from one central console —
Kaspersky Security Center.

Kaspersky Total Security for Business adds mail, web and
collaboration server security, safeguarding your perimeters
and securing your complete enterprise IT environment.

Kaspersky
Targeted Solutions

Standalone solutions allowing Kaspersky Lab security to be
applied to specific areas of your IT system.

Some solutions, like Kaspersky Security for Mobile, are also
available as part of Kaspersky Endpoint Security for Business.

Others, like Kaspersky Security for Virtualization, are
available purely as targeted solutions.

All are built on the same leading edge technologies and
threat intelligence, and all physical, mobile and virtual
endpoint security solutions are managed centrally through
Kaspersky Security Center.

Kaspersky Security
Intelligence Services
and Enterprise Solutions

Leveraging Kaspersky's threat intelligence, technical
expertise, data and training skills to boost the security of
your brand, your organisation and your employees

Enterprise Solutions address security issues for specific
industries and infrastructures, and specific forms of attack
like Distributed Denial of Service (DDoS).

Kaspersky Small Office
Security

World-class protection made easy for very small businesses.

Maintenance
and Service Agreements

A range of support options for your Kaspersky security
solution.

ABOUT KASPERSKY ENDPOINT
SECURITY FOR BUSINESS

Kaspersky Endpoint Security for Business offers a complete security solution,
designed by the world’s leading security experts. The deepest, most forward-
looking protection, efficient performance and straightforward management
build through progressive tiers to fully secure your business.

All components have been designed and built in-house to mesh together into
a single security platform geared to your business needs. The result is a stable,
integrated solution with no gaps, no compatibility issues and no additional
workload as your security builds.

Administrators can see, control and protect their IT environment with Kaspersky Endpoint
Security for Business. Tools and technologies are uniquely balanced across progressive
tiers to meet your evolving security and IT needs. Kaspersky can make your job easier.
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Kaspersky boasts a comprehensive list of technologies — all working together from the
same codebase and further assisted by the cloud-based Kaspersky Security Network —
to give our customers the world-class protection they need.

In short, we've delivered the industry’s first Security Platform, built from the ground up,
making it easy for the administrator to see, control and protect your world.



KASPERSKY ENDPOINT SECURITY
FOR BUSINESS

Powerful multi-layered protection against known, unknown and advanced
threats, designed and built by the industry’s leading security experts. Kaspersky
Endpoint Security for Business, backed by world-renowned threat intelligence,
provides unequalled IT security and control.
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Centralized Anti-Malware File Server Endpoint Mobile Systems Mail, Web and
Management & Firewall Security Controls Security Encryption Management Collaboration Security

KASPERSKY ENDPOINT SECURITY
FOR BUSINESS — CORE

Centralized Anti-Malware
Management & Firewall

Best-in-class anti-malware protection — the foundation of the Kaspersky Lab
security platform

Kaspersky Lab’s multi-layered protection technologies are developed in-house by people
passionate about security. The result, independent tests confirm, is the most powerful and
effective security solution in the industry — there is no better protection for your organization.

Protection from Known, Cloud-Assisted Protection — Host-based Intrusion Prevention

Unknown and Advanced
Threats — unique, sophisticated
technologies identify and
eliminate existing and emerging
threats.

Automatic Exploit Prevention —
proactively targets and identifies

using real-time information from
the worldwide Kaspersky Security
Network.

System Watcher — Provides
a unique file-restore function
should the system be impacted.

System (HIPS) with Personal
Firewall — HIPS restricts activities
according to the application’s
trust level — supported by an
application-level Personal
Firewall, which restricts

network activity.

KASPERSKY ENDPOINT SECURITY
FOR BUSINESS — SELECT

Centralized Anti-Malware File Server
Management & Firewall Security
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Endpoint Mobile
Controls Security

Powerful, granular endpoint controls combined with proactive security and
management for mobile devices and data

Application, web and device controls, including dynamic whitelisting supported by Kaspersky's
unique in-house laboratory, add a further dimension to deep endpoint security. Corporate
and employee owned (BYOD) mobile devices are also secured, and platforms are unified to
be managed, together with all protected endpoints, though the Kaspersky Security Center
console. File server protection ensures that infection cannot spread to secured endpoints

through stored data.

ENDPOINT CONTROLS

Application Control with
Dynamic Whitelisting — using
real-time file reputations delivered
by the Kaspersky Security Network,
enables IT administrators to allow,
block or regulate applications,
including operating a ‘Default
Deny’ whitelisting scenario in a live
or test environment. Application
Privilege Control and Vulnerability
Scanning monitor applications
and restrict those performing
suspiciously.

Web Control — browsing policies
can be created around pre-set or
customizable categories, ensuring
comprehensive oversight and
adminstrative efficiency.

Device Control — granular

data policies controlling the
connection of removable storage
and other peripheral devices can
be set, scheduled and enforced,
using masks for simultaneous
deployment to multiple devices.

FILE SERVER SECURITY

Managed together with endpoint
security through Kaspersky
Security Center.

MOBILE SECURITY:

Powerful Security for Mobile
Devices — advanced, proactive

and cloud-assisted technologies
combine to deliver multi-layered re-
al-time mobile endpoint protection.

Web protection, anti-spam
and anti-phishing components
further increase device security.

Remote Anti-Theft — Lock,

Wipe, Locate, SIM Watch, Alarm,
Mugshot and Full or Selective
Wipe all prevent unauthorized
access to corporate data if a
mobile device is lost or stolen.
Administrator and end-user
enablement, together with Google
Cloud Management support,
delivers quick activation if required.

Mobile Application Management
(MAM) — Controls limit the user to
running whitelisted applications,
preventing the deployment of
unwanted or unknown software.
‘Application Wrapping' isolates
corporate data on employee
owned devices. Additional
encryption or ‘Selective Wipe' can
be remotely enforced.

Mobile Device Management
(MDM) — a unified interface for
Microsoft® Exchange ActiveSync
and iOS MDM devices with OTA
(Over The Air) policy deployment.
Samsung KNOX for Android™-
based devices is also supported.

Self-Service Portal — allows
self-registration of employee-
owned approved devices onto
the network with automatic
installation of all required
certificates and keys, and user/
owner emergency activation of
anti-theft features, reducing the
IT administrative workload.

unknown and advanced threats.
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Kaspersky Endpoint Security for Business — SELECT
also includes all components of the CORE tier.
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KASPERSKY ENDPOINT SECURITY
FOR BUSINESS — ADVANCED
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Centralized Anti-Malware File Server
Management & Firewall Security

Endpoint Mobile

Controls Security Encryption

Systems
Management

Systems management tools optimize IT efficiency and security, while
integrated encryption protects sensitive data

Automated patch management and OS image management, remote software
distribution and SIEM integration all help to streamline administration, while hardware
and software inventories and license management provide visibility and control.
Integrated encryption technology adds a powerful layer of data protection.

SYSTEMS MANAGEMENT

Vulnerability and Patch
Management — automated OS
and application vulnerability
detection and prioritization,
combined with the rapid
automated distribution of
patches and updates.

Operating System
Deployment — easy creation,
storage and deployment of OS
‘golden’ images from a central

location, including UEFI support.

Software Distribution and
Troubleshooting — remote
software deployment and
application and OS update
available on-demand or
scheduled, including Wake-
on-LAN support. Time-saving
remote troubleshooting and
efficient software distribution
is supported through Multicast
technology.

Hardware and Software
Inventories and Licensing
Management — identification,
visibility and control (including
blocking), together with license
usage management, provides
insight into all software and
hardware deployed across

the environment, including
removable devices. Software
and hardware license
management, guest device
detection, privilege controls
and access provisioning are also
available.

SIEM Integration — support for
IBM® QRadar and HP ArcSight
SIEM systems.

Role Based Access Control
(RBAC) — Administrative
responsibilities can be assigned
across complex networks, with
console views customized
according to assigned roles
and rights.

Kaspersky Endpoint Security for Business — ADVANCED

also includes all components of the SELECT and CORE tiers.
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ENCRYPTION

Powerful Data Protection —
File/Folder (FLE) and Full

Disk (FDE) encryption can be
applied to endpoints. Support
for “portable mode” ensures
encryption administration
across devices leaving
administrative domains.

Flexible User Login — Pre-boot
authentication (PBA) for added
security includes optional ‘single
sign-on’ for user transparency.
2-factor or token based
authentication is also available.

Integrated Policy Creation —
Unigue integration of encryption
with application and device
controls provides an additional
layer of enhanced security and
administrative ease.

KASPERSKY TOTAL SECURITY
FOR BUSINESS
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Centralized Anti-Malware File Server
Management & Firewall Security

Endpoint Mobile

Controls Security Encryption

Systems Mail, Web and
Management Collaboration Security

Organizations who demand comprehensive security for their entire IT
environment choose Kaspersky Total Security for Business

Kaspersky Total Security for Business delivers the most complete platform of protection and
management offered in the industry today. Kaspersky Total Security for Business secures
every layer of your network and includes powerful configuration tools to ensure your users
are productive and free from the threat of malware, regardless of device or location.

MAIL SERVER SECURITY

Effectively prevents email based
malware threats, phishing
attacks and spam using cloud-
based, real-time updates for
exceptional capture rates and
minimal false positives. Anti-
malware protection for IBM®
Domino® is also included. DLP
functionality for Microsoft

Exchange is available separately.

SECURITY FOR INTERNET
GATEWAYS

Ensures secure Internet access
across the organization by
automatically removing
malicious and potentially hostile
programs in HTTP(S) / FTP /
SMTP and POP3 traffic.

Kaspersky Total Security for Business
also includes all components of the ADVANCED, SELECT and CORE tiers.

COLLABORATION SECURITY

Defends SharePoint® servers
and farms against all forms of
malware. DLP functionality for
Sharepoint, available separately,
provides content and file
filtering capabilities identify
confidential data and protect
against data leakage.
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PRODUCT FEATURES

Which solution is right for you?

Managed Available in
Select Advanced Total by Security a Targeted
Center Solution

Anti-Malware ° o ) °

Firewall ° ° o °

Application Control ° ° ° °

Device Control ° ° ° )

Web Control ° ° ° °

File Server Security ° ° ° ) °
Mobile Endpoint Protection ° ° ° ° °
Mobile Device/ Apps

Management ¢ ¢ ¢ ® ¢
Encryption ° ° )

Vulnerability Assessment ° ° ) °
Patch Management o ° ) o
Inventories ° ° ° °
License Control ° ° ° °
Software Distribution ° ° ° o
Operating Systems Deployment ° ° ) °
Collaboration Server Security ° )

Mail Server Security ° ) °
Internet Gateway Security o )
Virtual Infrastucture Security ) °
Storage Server Security ) )

¢ Included e Partially included — see product pages for details
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KASPERSKY SECURITY
FOR FILE SERVER

Kaspersky Security for File Server provides cost-effective, reliable, scalable security
for shared file storage with no discernable impact on system performance.

HIGHLIGHTS

POWERFUL ANTI-MALWARE
PROTECTION

Kaspersky's award-winning
anti-malware engine provides
powerful server protection,
blocking even the latest known
and potential malware threats
from entering the local network
via malicious or dangerous
programs.

HIGH PERFORMANCE AND
RELIABILITY

You can be confident that
Kaspersky Security for File Server
will not noticeably slow your
system down or interfere with
business operations under heavy
network load conditions.

MULTIPLE PLATFORM SUPPORT
A single, effective security
solution for heterogeneous
server networks, supporting

the latest platforms and servers
including terminal, cluster

and virtual servers, with no
compatibility issues.

POWERFUL MANAGEMENT
AND REPORTING

Effective, user-friendly
management tools, information
about server protection status,
flexible time settings for scans
and an extensive reporting
system provide efficient control
of file server security, all helping
reduce the cost of ownership.

FEATURES

¢ Real-time anti-malware
protection for file servers
running the latest versions of
Windows® (including Windows
Server® 2012/R?2), Linux® and
FreeBSD (both including Samba).

¢ Citrix and Microsoft® terminal
server protection.

e Fully supports cluster servers.

e Scalability — supporting
and securing even the most
complex heterogeneous
infrastructures with ease.

« Reliability, stability and high
fault tolerance.

¢ Optimized, intelligent scan
technology including on-
demand and scanning of critical
system areas.

e Trusted zones help increase
security performance while

reducing resource levels needed

for scanning.

e Quarantine and back-up of
data prior to disinfection or
deletion.

e |solation of infected
workstations.

¢ Centralized installation,
management and updates with
flexible configuration options.

e Flexible incident response
scenarios.

e Comprehensive reports on
network protection status.

¢ Application status notification
system.

e Support for Hierarchical
Storage Management (HSM)
systems.

e Proven Hyper-V and Xen
Desktop support.

e VMware Ready.

e Support for ReFS.

Kaspersky Security for File Server is included in Kaspersky Endpoint Security
for Business — SELECT and ADVANCED, as well as Kaspersky Total Security for Business.
It is also available to purchase separately as a Targeted Solution.
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